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1. The enclosed tezStt are circulated for the purpose of standardisatlte 
of the definitions and for fixing the exactness of neanings. In nsny eases 
these tezas have different aeanings la different parts of the Agency. In 
soBw cases the tezas have changed in a^uilng since their conception. In other 
cases the tersu can stand on their own aerlts as defined but have been sid>- 
aitted for verification. Lastly there are those tezas which need aore than 
one definition. It is to solidify this aaorphous aass into a clear eut^ use- 
able whole that these terns are svhaitted for coaaent. 

2. Vhen a tera has been approved for use it will go into an unabridged 
cryptologic glossary^ which, vhen finished, will be TOP SECRET and will have 
a CGDEfrOBD annex. 

3 . It is requested that serious thought and consideratlcn be given to 
these terns and their definitions and that the available space following each 
teza be used for coanents, corrections, suggestions, and revisloss to the 
presostteralnology . 

k. It is further requested that these coanents be returned by 6 JUN 1955 
in order that they nay be used in conjuneticm with other aaterials to produce 
the coBipleted Uaabridgsd Cryptologic Glossary at the earliest possible date. 



After ent^lng eosBents, tear 
off this page. The enclosure 
is self-addressed tap return 
to the Office cdT Training. 
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TO: Office pf Tralaiag 

Glossary Oroiqp 



UHABR1D6ED CRYFTOlJOGIC 6L0SSAR7 

Suggested Terns and Definitions, with Corrections 
(first circulation) 



TO: Office of Training 

FROI: ^jir f fc;; L 



Date 



ibe enclosed terns have bem circulated vitbin this area of tlie 
Agency for consideratioa and coneent by all concerned. In each case 
vhere it has been felt that a cha:^ in the tern or a change in the 
definition of the tern vas needed the suggested change has been entered 
in the space provided. 
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Suggested Terns sad Def initloas fotr the 
UHAERID6ED CRIPTQLOGIC 6L08SABI 



v.t. To add ouneric quantities ty nomal aritimetie. ilfae usual 
Ingplicatioa is that there will he nore than tvo addends. 

Nachins temiaology. 

CeaiBent: 



AAdraBa. a«a.^unctivB . An address groups the neaniag of which is iaeoaplete 
unless used in cosOtiaatioB with one or aere other address groups. 

A coMninication tern as defined in ACP 167 . 

CcBnent: 



additive locus . The location within a long key of a particular additive; 
e.g.f the page and line and celuna on that page tdiere a specific addi> 
tive appears. 

Consent: 



agent . In Intelligence us age ^ one who obtains or assists in obtaining infer- 
nation for intelligenee or counterintelligeaee purposes^ hut who has no 
obvious connection with any intelligence agency or officer. 

Shis definition comes from dCS. Do we use it in the same sense in this 
Agency? 

Conment: 



antennaj n. An elevated and/or extended systen of conductors used for the 
transniselon and/or reception of electronagnetie waves. Also called 
aerial. 



autheaticatictt test element . An element on ^ich an authentication of a 
message^ traasnission, or station is based. 

Shis is variously defined la several places. Is the above definitien 
adequate? 
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baBdviAthj b. Tbe baodvldth oeciqpled by a& emlssiOB is tbe band of Drequoaeies 
conprlBlng 99 percent of tbe totaO. radiated power extended to iaelude any 
discrete frequency on vblcb tbe power Is at least 0«29 percent of tbe total 
radiated power. 

As defined In AGP 16? • 



base nwsber . In neteorology, a ooe-^ two-^ or three-digit noriver identifylag 
a neteorogleal dbserratlon center and alnost always transnltted as tbe 
first elenent In a neteorologleal report. Also called station indicator 
or nC nuBber. 



bean/lxibe switching . A oetbod of detemlning the direeticn of a reaote object 
by coBQiarlson^of the signals correspandlng to two w mare snceessiire bean 
angles 4 differing slieditly fron the direction of the object. Ben switch- 
ing nay be either continuous and periodic, or dlseontlnnoos. 

As defined in AGP 167. 



book nessage . 1. In CCNIBT usage, a circular nessage; q.v. 2. la U.S. con- 
nunleatlon usage, a nessage which Is destined for two or nore addressees 
and Is of such a nature that the originator considers that no recipient 
needs to be infomed as to the other addressees. All addressees are indi- 
cated as action. Book messages are prepared in the sane nanner as mltiple- 
address nessages with the exception that all addressees are indicated as 
action azid the book nessage is sent to each addressee separately. 
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card codlag . Ihe arrangeaent of ptwcbed boles ia an ZEH card vhlcb vill be 
iaterpreted by an 3BN awLChlne as a nusiber, a letter^ or a special 
cbaxacter. 

Macblae Temlnology. 



casebotdc nariber. A nuadber designatlcm for a eirenltp svb-net, or net. 



catalog, n. A syateaatically arranged record of all the relevant data of 
a ecaplete set of hypotheses. 



chaff, a. Eleetroaagnetlc-vave reflectors in the fora of narrov aetallie 
strips used for creating radar echoes for confusion puzposes. See 
window. 



chain addition . A cryptographic process wherein a sequence or grocqp is dis> 
goised by the eleaents within it; the first digit is added to the second, 
the second to the third, etc., and the last to the first. 



channel, n. A facility for teleccBBunieations on a systea or circuit. She 
nuhber of independent channels on a systea or circuit (derived by fre> 
quency or tine division) is neasured by the mnd>er of separate eonauai-* 
cation facilities that can he provided by it. Note: She tens channel 

is also used frequently in ccmjunctian with a figure or letter to iden- 
tify a particular facility existing between two stations. 
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characteristic dLlstrlbutlca . Ihe dlstrlhutloa of plala«clpher pairs within a 
eoEiverslen square. 



checker j a. One who reviews a translation for accuracy by eonparlng it with 
the original text or transmission. 



circular messaas . 1 . A message destined for two or more dlffei^t reeipleats^ 

encrypted In exyptographic keys held In ceoBKm by all recipients of the 
message. Usually, but not necessarily circular messages pass frcsi 
superior to sid>ordlnate. 2 . A book message, q.v. 



circular keys . Cryptographic keys used to encrypt circular messages, l.e. 
messages passing to two or more different recipients, the keys being 
held by esoh of the recipients. Recipients of messages in a certain 
circular key normally are not authorized to encrypt messages using 
the sane circular keys. 



cluster, a. A series of plain equivalents in a code each possessing sostt 
feature comeen to all others in the series . A cluster may be formed 
of various inflections of a verb or of various phrases each of lAlet 
contains the same important noun. 



code, cosbat . A code or cipher, the purposes of which are simplicity and 
speed in addition to as much security as is possible without pre- 
judicing unduly such simplicity and speed. 

As defined in ACF 167. 
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ccoceaJaent systen . A aethodL of secret eoBanmlcstlooi so designed m to eonnrey 
a secret aessage without Its presence being suspected by ethers than 
the addressee. In Its nost usual fotm» the plaintext elenents are con- 
cealed by combining tiiem with extraneous plaintext elements In such a 
way that the end result Is an Intelligible and apparently innocent 
message. Cf. open code. 



conjiigated matrices . Two separate matrices each eontainlag a diffei’ent 
sequence used In a two-square checkerboard. 



counter, a. An electrical or mechanical device which can accept numeric 
quantities, hold them, add (or subtract) them, and yield their totals 
to be punched, printed, or to contra other operaticms. 

Machine terminology. 



daily film . A BAN film on idilch is recorded a cipher text or text subjected 
to a key in use for a single day or for a sin^pn message. 



decode, n. In cryptanalysis, the listing of a code book in order by the code 
groiq?^ In machine texninology, a short term for **me8sage decade,” that 
is, the message with meanings applied. 

Machine terminology. 




The process of recovering the latent gronq>. 
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dlffei’enee book . A list iibieh pressats a large sorted set of differences of 
code gnnqps and the code groups efaich produce the differences. 

Machine teminology. 



distance Measuring equiiaent . A radio-navigatlea aid in 'ttie aeronautical 

radio-navigation service that detemlBes the distance of an interrogator 
from a transponder by ateasuring the tine of traasnissica to and from 
the transponder. 

As defined in JAKAP 121 A. 



dwy letter . A character^ usually one of several characters or grcngps of 

characters with no plain text significance^ insesrted vithin a cryptogran 
vith the intent to delay or prevent its solution; a null. q.v. 



edit, v.t. 1. la cryptology^ to prepare textual naterial for the next step 
in processing. 2. enend. 



facility, B. 1. An activity which provides the neans for assisting or Making 
easier any ftmction, often of a technical or testing nature; senetiMss 
used in the plural. 2. Any pert or adjuxiet of an activity irihieh contrib- 
utes to the perfomance of its function by providing sone specific types 
of physical assistance. 

As defined by JCS. 
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fTret« a. Aircraft, ahlp, oar grouad vehlele especially equipped for the 
deteetlmiy loeatloa^ recordlag, aad aaalyziag of eleetroaagaetie 
radlatloa. 

As deftaed by JCS* 

Should this be Halted to "electroBagiietle*? 



filter, y.t. To reduce or aarroif doim reports of aircraft to defialte 
iafOTBatlOB about hostile aircraft. 



flaaaery, a. Cycle laterrvqptlm la aachiae elpbrnrs effected by the arbitrary 
advaaceaeat of oae or worm of the wheels. Baaed for the Haas who were 
the first to be ebserwed using it. 



frequency, alternative . A frequency or a group of fregueaeles idilch aay be 
assigced for use on aay channel^ or on a particular channel, at a cer- 
tain tiae or for a certain purpose to replace or BUppleBeat the fre- 
quencies BotaaJJy used on that channel. 

As defined in ACP 2JSj, 



frequency eouat . A frequency distribution. 



frequency distribution , 
texc or ciphertext 
count. 



A tabulation of the frequency of occurrence of plain- 
units in a aessage or a group of Bsssages. A frequency 
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freftnftaey liat . A freqaency distrllmtimi in tabnlar ftum, vith freqnsnelea 
lis'M in ordnr from hi|^ to lov. lOBBt She Machine Bivision calls this 
an inverse fteqoeney list, q.v. 



frequency table . A frequency distribution. 



G . Used as a sjnbol in code recovery and in translated text to neaa "farble” 
” or "garbled". 



garble« a. Any instance of unintentional departure froa the eorreet in any 
part of a nessage cur transnission. 

As defined by JCS. 



1. Used as a sjfnbol in code recovery to indicate "hypothetical neaning". 



Bagelto» a. 1. One of a nunber of naehines invrated by Nr. Boris Bagelin. 
2. Specifically nodels C-36 and C- 38 , the prototypes of the U.S. Amy 
M-209 idiich produces a polyalphabetie cipher^ (with a key so long m to 
be nonrepeating) by swans of rotors and iKJvable lugs. 3* Loosely^ 
traffic enciphered on such a swchine. 
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a. 1. Bie part of aa order eoatainlag the deslgeatiea of the iesulBg 
uiiit> place of Issue, hour aiad date of Issue, file aetatloa, elassifiea- 
tioa, serial nuaber, and refereace to aap(s) used. (JCS) 2. Shat part 
of a aessace vhl^ coataias the call preaaible, address, and acssage lastrue 
tleas. 3* Biat portloa of a eei^lete intercept aessage net actually traas 
aitted by the original correspondent but applied by the Intercept operator. 
k. Loosely, that part of a aessage preceding the text. 3* 7he dlreetioai 
ia vhlch a ship or aircraft Is pointed with reference to true, aagnetle, 
or eoapass north. (jCS) 6. fhe orientation of aa antenna. 



Hollerith aachlne . (Brit.) Any standard punched card aaehiae of the kind aana> 
faetured by the Xatematlonal Business Machine Ccapaay. Bsvented by Homan 
^Ucrlth of the B. S. Census Bureau. 



I. C. Index of Colncideaoe. 



Idlcaorph, four -square dlgraphic . A special type of dlgraphie idleaorph, 
pa^lal or complete, peculiar Xo cipher text produced by a four-sfuare 
systea InYOlvlag a aatrlx la uhich the arraageaents of the lettws ia 
the plain ccapoaeat sections are known. 



infinite key . A keying sequence the Imgth of which extends or caa be 
prolonged to aa lafialte nmd>er of eleaeats. A aon-repeatiag key. 
Also known as indefinite, unlimited, running, or ccetlanous key. 
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Infaraatlcp. aatlonal ele—nte of « 9iat infoxsatlcn idileh Is rsgulred by tbs 
FMLerai GovsnaMnt to assure tbs aost effective aeeoqpUsbaeBt of 
InteUlgenee aissioa related to the national security of the ^Ited States. 



Inverse frequency list . See frequency list. 



Inversion . A change In the nonnal order of words and fhrases. See traasposal. 



Kaslskl aetbod . A astbod of solving polyalfhabetic sid»stltutloa by faetcnrlng 
to f InA the period, laaed for Major Kaslskl but developed by Auguste 
Kierel^of f 8 . 

Is this tern still la use? 



key bank . An ordered listing or file of expanded text> potential or recovered^ 
sSowlng the unique or aultlple key or keys laaedlately preceding and 
following the sorted group with proper identification of the source^ 
whether crib or overlap. 



key Index . An ordered listing of keys^ showing preceding and following keys 
with proper desipiatlons of source. 



language consultant . One vbo has an expert knowledge o£ a difficult language 
or of a group of languages^ and who Is called upon to solve complex 
linguistic prohleas In those languages. 
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level« n. Tbe "rovs" of a card^ referred to as 12, 11^ 0 or tOB> Z, ,,,, 9 . 
la tape^ one of the five (or seven) streaas of single tanis along the tape. 

Machine texvlnology. 



llae»npj n. An overlap. Oae llne-tqp In said to be absolute If the exaet peel- 
tlM in the additive bodh of the starting point Is Imovn; If the starting 
points are only keown relative to each other« Une-up is sail to be 
relative. v.t. Vo set in depth. 



lls-fe^4«g natch (radio eononmleation) . A eontlnuoas receiver vateh esteb- 
lished for the reception of traffic addxossed to^ or of interest to, 
own unit with canplete log optional. 

As defined In ACP I 67 . 



N. 1. Used as a validity elassification in code recovery to aean: "English 

aeanlng is certain enough for unqaestioaed translation^ but preeise 
vordlng or eos^plete font is undetexnined." 2. In COMZII translation^ 
used as an abbreviation for "missing". 



MAI. Master additive (indicator additive) ladleator. 



map» line route/route diagram . A map or overlay for signal enawiiinl cation 
operations that shows the actual routes and type of eonstruetien of 
vlre circuits in the field. 

As defined by JCS and in ACP 167 . 
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■eaeealag» n. A systan of roeelvlag eoaqr sigiBals and rebroodeaatiag that 
oa the saoM trequamncy to eoafuse aavlsatloa. Hie ■eaeoniag stetions 
cause erromeous bearings to be cibtained by eneny aircraft or ground 
stations. 



BMto nessage . A aessage ubieb bas been relayed because It vas originally 
misaddressed. 



net« a. 1. A nunber of associated groups all controlled at a ecsBon loca- 
tion and presunable serving tbe same eomson superior beadqjosrters. 
(Coidblned} 2. A group of Inter -comnunicatlag radio or landline 
stationa . 



net» ewtroUed . A group of stations on a ccamon Cbaanel of eomnunleatien 
viiii one station designated as control and all other stations trans- 
mitting only when granted pexmlsslon to do so. 



non-cgolT . Itafoxmatlon from a source other than eonsnanlcation latelUgesee. 
SiilJIterB is synonymous vltb and preferable to tbe term "collateral" 
as It applies to the oonmunlcatlon Intelligence field. 



rep . 1. A trlgraph applied to a message vhlch dees not bear (in clear or 
cipher) a recognised discriminant. Short for new system dlserbsinant. 
2. Bavy abbreviation for Baval Supjdy Depot. 
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0. Used as a s 3 fid)ol la cede recovery aeaaiagt "Qait part of this fer eerreet 
aeaalag*" 



offset pysltlea . Ibis tens baa beea sidmitted for inelasimx bat vlthoat a 
defiaitlOB. We suggest the foUovlag: 

1. la cryptaaalyslsi that coodltlea vbleb exists abea the plalatext 
eoapoaeat appears oae or aore spaces to tbe rij^t er left> usually 
the rii^t, of tbe aonaal vladov settiag. 2. la aaehjUw tenaiaology^ 
the positiOB to the rij^t of the eoatrol posltioa of the Master !EBM 
card la vhieb the iafenaatioa is puaebed iato secoadary cai^. 



oae«itimr dlffereaee table . A dlffereace book listiag oaly the mMdler of 
the tee eaqpleoaeatary dlffereoces obtained ufaea selected piirs ef^ 
code groups are subtracted (aoa-borrofriag) . Cf. reciprocal dlffereaee 
table. 



P. 1. U. S. Billtary preeedeace prosiga for PRICRITr. Usually traasaltted 
~ as "PP* to ensure accuracy. Assigned to iapertaat aatter vbieh requires 
proa pt delivery to the addressee. Zt is the bif^iest preeedeace designa* 
tioa idiieh aay be assigned to aoaoperatlanal aessages of aa adbslaistrative 
nature. 2. Used as a validity classifloatien in cede recovery to neaas 
"Identified pertloa is certain, but aeanlag is Ineoqplete." 



13 



CONFIDENTIAL 






paper tape . A Bedlam for Input and output with certain machines, and for 
storage of InformatleB. A character is represented in one Arame of a 
tape, vfaieb is normally a vertical arrangement of five levels in vhieh 
hole and no>hole define the character. Ihere is a tape vide *HOM£ fc 
for seven level coding, as veil as tape to contain only five levels, 
fhe density of tape coding is ten frames or ehaxncters per inch. 

Machine termlBOlogy. 



parallel cipher alphabets . Cipher alphabets having the same eemponents but 
with different Juxtaposition . 



Is this term still used? 



phantom ci^uit. A telephone or telegmph circuit obtained by siqperii 90 slBg 
an addLitlonal circuit on two existing physical circuits by means of 
repeating coils. 

As defined by JCS. 



pilot card . An 191 card used for determining the discriminants and finding 
duplilcations la traffic received by mall. 



pulse» B. A variation in the value of an electrical quantity as a function 
of time such that the value departs from a given datum for a time inter- 
val and then returns to this datum. 
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radar shadoirs * Ragiosis obacurad froai the aurvelUaoee of s radar set by 
cfbstructiOB8« eitber aatnral or artlfleial. 



radio guard . A sblp or radio station desigaated to listen for and record 
truiinLssioaSj and to baadle traffic on a desigaated freqneney for a 
ceirtaln unit or units. 

As defined by JCS. 



reciprocal dMferenee table , ibsy difference book listing both differences 
dbtained vben selected pairs of code groups are subtraeted (non- 
borrotflng). Cf. one«<way difference table. 



recognition^ n. fhe process by vbieb a predetexnined set of data ia oat<dMd 
af^inst one of nore pieces of teaqporary data. Xf a nateb oesum^ a 
record is node; if no natcb occurs, furtber testing is resunsd. Beeeg> 
nltion, apB^inawlse, can bave the foams of pre-wlred boards, dmn stoomge, 
or card atoomge. 

Nacbine temiaology. 



recovery^ n. 1. She process of naking cryptic text intelligible. 2. Any 
cryptograpbic aaterlal obtained ttarou^ cryptanalysis. 3« Any plain- 
text so obtained. 



15 



CONFIDENTIAL 





rope, electrottlc . ElectroBagoetle-vave reflectors e oBSi s t lag of long strips 
of aetal ^oll. A small peraebute or other device may be attached to 
each strip to reduce rate of fall. 



scrltoh, v.t* So test an asauaptlon by examining Its lapll eatl em s in een- 
juTOtlon vith each of a set of further assunptlons in turn, elialaating 
those cases vhlch yield eentradlctioBS and scoring the others. 



selec'^, n. A device vhlch pennlts lafomatioa in one ehannwl to be put 
into either of two or more channels ujider suitable co n t r o ls. It can 
also be used to direct Infonoatlon frcas either of two or aore sources 
to one destination. 

Machine teminology. 



service, safety . Any radio service, the operation of whl^ is directly 
related, whether pemanent or temporary, to the safety of hasnn life 
and the safeguarding of property* 

As defined in ACP l67* 



stop, a. A point in a run at which a boehe stops; especially one giving 
a solution of a particular menu. 
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tabulates v.t. Tb abbreviate tbe length of a report by suppressiag the listing 
of every item, shoving only necessary descriptions of each elasss and the 
numbers it produces—as card count totals, or true totals of a msaerleal 
quantity. 

Machine terminology. 



tent bloeh . A section of plain text or cl;]^r text vritten into a square 
or rectangle* 



transposa] « a. A change in the relative, usual, or natural place or order 

of j exchange in posltlonj reverse or rearrange the sequence of. (Webster) 



U. Used as an abbreviation for "unrecovered” in Cdim translation. 



unique, n. A plala«cipber pair vhieh occurs vlth a frequency of one in a 

BPCD or la a characteristic distribution. — ‘V.t. To reduce a multl]^ 
key to a unique key group. 



variant pattern . A stereotypic pattern subject to variation. 



verify, v.t. To ensure that the meaning and phraseology of a transmitted 
message conveys the exact intention of the originator. 

As defined in AGP 167. 
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W&. Abbreviation for *Hrord" la CdQlfT traaelation. 



wei^ti a. A auBdber associated vlth a recognised group or coadltloa ia a 
■ass testing of data. It is roac^bly proportional to freqoeney, proba- 
bility, or sons other aeasure of goodness of a resxilt. 3he sun of 
weif^ts of several occurrences is often used ia conjuaetloa with a 
threshold to suppress randon answers, or guarantees only good ones. 

Machine terminology. 



X. Used ia code reoovezy as a s^odbol Besaing '‘unevalnated.'' UsiaLUy applied 
to code identification received fron the field or a sister installation 
when there is lasufflcleat evidence at USA for evaluation. 



X punch , dhe single level "11** punch, used for control purposes ia 191 
processing. It is represented in aachine listings by + . 



Z. 1. U. S. nllltary precedence proslgn for FLASH. Usually transaitted as 
"ZZ” to ensure accuracy. Assigned to aessages reporting initial eneay 
contact, or special eaergency operational coabat traffic. 2. Used as 
a suffix cm a date tlae group to Indicate Z tiae. 3> ^sed followed by 
a nuaber to indicate the location c»f a group from the ead of a aessage; 
l.e., the last group is called Z 0, the fifth from the last is called 
Z k. 4. Used as a validity classification in code recovery to aean: 
"Precise wording of value is certain but the code grcn^ any be garbled." 
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PistribtttlOB List 



s/asst (Mr. nriedaun) 


- 


1 


HSA- 7 U 




S/ASST (CAFF Hbltvlek) 


«■ 


1 


KSA-75 


«• 


p/p 


- 


3 


HSA-76 


- 


CGH 


- 


1 


BSA -62 


- 


SBC 


- 


1 


NSA -91 


- 


UB 


- 


1 


HSA -92 


- 


iCSA^a 


im 


1 


HSA-93 


«* 


MS%^3 


- 


1 


HSA- 91 ^ 


- 




> 


3 


HSA -31 


- 


HSA-61 


- 


1 


HSA -32 


- 


BSA*62 


• 


1 


HSA-33 


- 


flSA -63 


- 


1 


BSA-3^ 


m 


HSA-64 


- 


1 


HBA-35 


- 


BSA -71 


- 


2 


USA -41 


- 


H 8 A -72 


- 


1 


HSA-42 


- 


HSA-73 


- 


1 


HSA-43 


- 
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